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Legal Disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP. This
presentation is not subject to your license agreement or any other service or subscription agreement with SAP. SAP has no obligation to
pursue any course of business outlined in this document or any related presentation, or to develop or release any functionality mentioned
therein. This document, or any related presentation and SAP's strategy and possible future developments, products and/or platforms directions
and functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information on this
document is not a commitment, promise or legal obligation to deliver any material, code or functionality. This document is provided without a
warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fitness for a particular
purpose, or noninfringement. This document is for informational purposes and may not be incorporated into a contract. SAP assumes no
responsibility for errors or omissions in this document, and shall have no liability for damages of any kind including without limitation direct,
special, indirect, or consequential damages that may result from the use of this document. This limitation shall not apply in cases of intent or
gross negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from
expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates, and
they should not be relied upon in making purchasing decisions.

NOTE: The information contained in this presentation is for general guidance only and provided on the understanding that SAP is not herein
engaged in rendering legal advice. As such, it should not be used as a substitute for legal consultation. SAP SE accepts no liability for any
actions taken as response hereto.

It is the customer’s responsibility to adopt measures that the customer deems appropriate to achieve compliance.

© 2018 SAP SE or an SAP affiliate company. All rights reserved 2



Security is more important than ever for business
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$600 billion 3.6 million 85%

lost to cybercrime each year unfilled cybersecurity jobs by of consumers will not do
20222 business with a company if they
have concerns about its security
practices?

1: Economic Impact of Cybercrime— No Slowing Down, McAfee 2021, 2: Cybersecurity Ventures report 2021, 3: PwC US Protect.me Survey 2021
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Cost of Non-Compliance : reputational, legal, financial,...

Damage to Loss of
Reputation SIel FEE Trust
Civil & Criminal Government Agency Fines &
Litigation Action Sanctions

V/
85 O of consumers will not do business with a company if they have
concerns about its security practices’
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Considerations when choosing an HCM cloud vendor

Internal — Data
Center, Operations,
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Comprehensive Security

Other
HCM Cloud

Venders
Internal External External — Data Center’

Threats Threats network, encryption,
intrusion prevention,

successfactors’ application features

An SAP Company

Data center
. locations, data
Enabling Global/Local center operations

Compliance



Unparalleled Data Protection with SAP SuccessFactors
Defense-in-Depth approach provides multilayered defense at all touchpoints in the information flow
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Physical Network Application
14 global data centers in 8 Perimeter protection firewalls Multitenant architecture
countries and 5 continents to : : .
support data residency and Intrusion detection Role-based permissions
redundancy needs Regularly scheduled Single sign-on
Bulletproof walls; closed-circuit infrastructure scans Activity monitoring

cameras; card-key, biometric,
and ID-badge systems

ANSI/TIAEIA-942
Tier Il + facilities

Multiple encryptions
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Data Protection and Privacy

Continued explosion of data protection and privacy regulations across the globe
Multitude of features and solutions built by SAP SuccessFactors
2000+ security, compliance & localization experts on staff

o =N . .
Sl Australia Bl Chile rrry N9 B Russia = UsA federal
. . o ) . Russia Data Privacy regulations Privacy Shield, US Patriotic Act,
National Privacy Principals, IT Rules (2011); _
State Privacy Bills, E-mail Iﬁ?i\\l,vaft(;rﬁ?fz Protection of Pending laws _ Cryptographic enforcements Others Federal and State Laws
Spam and Privacy Bills under discussion . .
California

Article 5 of Constitution Data Privacy Law 1266 PerSOﬂ?' Data Electronic Communications
Protection Law and Transactions Act

Eé} Brazil H Colombia I"l Mexico E South Africa +

CALIFORNIA REPUBLIC

: e ]
I*I Canada mEuropean Union New Zealand % United Kingdom

EU Data Protection Directive Privacy Act . .
PIPEDA, FOIPPA, PIPA General Data Protection Regulations ICO Prlvqcy gnd Electron.lc
Communications Regulations

And now California, Colorado & Virginia

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL



GDPR

Protects fundamental rights related to the processing of personal data

Individual rights

Lawful processing always requires legal permission

Legal Vital Public Legitimate
obligation interest interest interest

Consent Contract

Personal data
Sensitive personal data
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.
Secure Your Organization

Right Laws Right Mindset Right Org Structure Right Tools

O Technology can assure

a Po not .assume O DP by design aQ DP is everyone’s duty compliance, efficiency &
Immunity _ _ _ ease
Q Clear leadership 1O Data Protection Officer
O Location not understanding & _ _ 0 HCM must search, store,
determining factor commitment Q Clear lines of reporting  audit, process, track and
& responsibility manage data
Q Specialized O Good for business - -
counsel O Capable staff must O HCM must |_ntegrate with
all HR solutions
O Better data = know where data
O Multi-team insight & housed, map flow in & 0 HCM must be localized in
environment productivity out of organization all countries or regions &

must update laws

QO Will need audit or O Communication &
review training to all

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL 9



How SAP SuccessFactors
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Data protection and privacy features in SAP SuccessFactors solutions

Configure data retention rules, Configure and manage consent

and permanently delete & j@ statements as well as their
personal data from SAP S A QN acceptance where needed
SuccessFactors solutions é‘ Data purge Consent

9
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14

sensitive

Q Personal and @M
d

Limit access to historical data Generate a data subject report

within SAP SuccessFactors Data personal data ‘Data subject & containing all the data subject's
Employee Central blocking info reporting £ personal data available in SAP
5 SuccessFactors solutions
KN
&
Manage, record, and report on I §

personal data changes across
most SAP SuccessFactors
solutions

Change audit Read audit
logging

Allows customers to log read
g access to sensitive data fields
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N
Data Purge

2 & @) s - | Supports good business practices of
removing personal data when it is no

Manage Data

Search : DRTM Performance Reviews « PM_FORM (PM_FORM) ~ Advanced Create New : No Selection  + I O n g e r n ee d ed

History « DRTM Performance Reviews: Performance Reviews

(Porformance Roviows) Allows you to define country-specific

) Insert New Record

02/19/2018 Take Action »

Added: German y (DEU) (G y (DEU))

retention times that provide the

* effectiveStartDate 02/19/2018 04/05/2018

description

T e ) boundaries for data purges

country: United Kingdom (GBR)

retentionTimeConfig

country timeUnit activePeriod inactivePeriod

I Note that when you purge data you

01/05/2018 Germany (DEU) Year 4

S e i permanently delete the data and it cannot
vl be retrieved later.

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL 13



Create and Schedule Data Purge Request

Restrict access to who can create and
approve purge requests

Admin Center

Create New Purge Request

Schedule report or launch
immediately following approval

Approvers receive a preview report to
help determine whether to approve or
decline the request

When the purge job completes,

et ot et et || 2o requestors and approvers can use the

| final purge report to confirm the
successful purge of each record

14
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Data Blocking

Data privacy best practice is to limit access to personal data
to those who need to see it. Different roles may have a
different need-to-know requirement B

Data blocking allows you to restrict access to historical, @
personal data that is within a retention period and therefore
still in the system

You can grant one role access to the data, while blocking
access for another role

Data Blocking is supported in Employee Central and
Reporting. In other modules, all roles need access to all
historical data



e
Data Blocking — Concepts

Data Purge

Blocking for Role A Data usage for Role A

Blocking for Role B Data usage for Role B

Data usage for Role C (e.g. Auditor, Employee)

Time

Historical records . Today
Start and End Date in the past !

Reference Date in the past

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL 17



Example of Data Blocking in Use

Without an access period defined for
data blocking, the first role can access
all historical Dependents records.

With an access period defined for 3
months, the second role can only see
the current Dependents record.

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL

Change History

Nov 1, 2017

Jan 1,2017

Insert New Record

Last updated by tmpadmin on Wednesday, February 14, 2018 10:43.03 AM EST

Effective as of: Nov 01, 2017

Dependents

First Name Rob

Last Name Aberts

Middle Name

Relationship Divorced Spouse
Date Of Birth May 18, 1988
Attachments

Change History
Nov 1, 2017

2

Effective as of: Nov 01, 2017

Dependents

First Name Rob

Last Name Aberts

Middle Name

Relationship Divorced Spouse
Date Of Birth May 18, 1988
Attachments

Insert New Record

Last updated by tmpadmin on Wednesday, February 14, 2018 10:37:54 AM EST

Delete Ed

18
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e
Create Change Audit Report

Create Data Privacy Reports

. o admin FN adimn LN admin LN (admin)
SAP SuccessFactors Admin Center Q @ on behalf of super user (superuser)

Back to: Admin Center Change Audit Reports Activity:

Create Data Privacy Reports  Create Configuration Reports  Reports ®) Change On Subject User

Change By User

A &3 <

Person:
Person Search External Candidate Onboardee Search
Search
Use to search employee, Use to search external Use to search onboardee
internal candidates candidates only only
Modules:

Functional Areas:

ights reserved. Thes online services are SuccessFactors confidential and proprietary and for use by authorized SuccessFactors

SAP SuccessFactors O

Time Range:

o)

o)

Cancel Submit

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL 20



.
Manage and Download Change Audit Reports

i admin FN adimn LN admin LN (admin)
SAP SuccessFactors Admin Center v Q Q @ e n i o

Back to: Admin Center Change Audit Reports

Create Data Privacy Reports Create Configuration Reports Reports

292 Reports (Using 0.01MB of 1GB) . C

Name Creator Start Time End Time Status Action

RBP_ROLE_CHANGE_REPORT-2018-02-1 superuser Feb 19, 2018 Feb 19, 2018 v 1
9T21:46:46Z P 21:46:46Z 22:01:132 —_—

CAL-ChangedBy-super-user-2018-02-19T21: Feb 19, 2018 Feb 19, 2018 v .
43:482 superuser 21:43:48Z 21:59:06Z 2,

CAL-ChangedBy-admin FN-admin
LN-2018-02-16T06:33:18Z

ami Feb 16, 2018 Feb 19, 2018
admin 06:33:18Z 01:13:57Z
CAL-ChangedBy-admin FN-admin
LN-2018-02-15T11:53:09Z

dmii Feb 15,2018 Feb 18,2018
admin 11:53:092 01:25:38Z
CAL-ChangedOn-admin FN-admin
LN-2018-02-15T01:34:50Z

ami Feb 15, 2018 Feb 18, 2018
admin 01:34:51Z 01:25:38Z
CAL-ChangedOn-admin FN-admin
LN-2018-02-15T00:30:56Z

Feb 15,2018 Feb 17,2018

admin 00:30:57Z 01:18:352

Copyright © 2018 SuccessFactors, Inc. All rights reserved. These online services are SuccessFactors confidential and proprietary and for use by authorized SuccessFactors customers only.
Showversion nformation. SAP SuccessFactors Q)

Changed By User (I Changed By Changed EPr PriPr Subject User Subject User Subject User (IModule  Functiona FtField Name Old vValue New Value Operation Timestamp Effective Effective Sequence
admin FN adminLN admin adminFN  adminLN  admin Employee Custom Back Documents/Document Name testl 1 2018-02-13T709:52:26 0

admin FN adminLN admin adminFN  adminLN  admin Employee Custom Back Documents/Attachment 10861 1 2018-02-13T09:52:26 0

admin FN adminLN admin adminFN  adminLN  admin Employee Custom Back Documents/Document Name testl 1 2018-02-13T09:52:27 0

admin FN adminLN admin adminFN  adminLN  admin Employee Custom Back Documents/Attachment 10862 1 2018-02-13T09:52:27 0

admin FN adminLN  admin adminFN  adminLN  admin Employee Custom Back Documents/Document Name testl ! 2018-02-13709:52:27 0

admin FN adminLN  admin adminFN  adminLN  admin Employee Custom Back Documents/Attachment 10863 1 2018-02-13T709:52:27 0

admin FN adminLN admin adminFN  adminLN  admin Employee Custom Back Documents/Document Name testl 1 2018-02-13T709:52:27 0

admin FN adminLN admin adminFN  adminLN  admin Employee Custom Back Documents/Attachment 10864 1 2018-02-13T09:52:27 0

admin FN adminLN admin adminFN  adminLN  admin Employee Custom Back Documents/Document Name testl 1 2018-02-13T09:52:27 0

admin FN adminLN admin adminFN  adminLN  admin Employee Custom Back Documents/Attachment 10865 1 2018-02-13T09:52:27 0 |
admin FN adminLN  admin adminFN  adminLN  admin Employee Custom Back Documents/Document Name testl 1 2018-02-13T709:52:27 0

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL 21
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Consent

© 2018 SAP SE or an SAP affiliate company. All rights reserved. |

SAP Careers home SAP employees

Career Opportunities: Create an Account

Already a registered user? Please sign in Login credentials are case sensitive

*Email Address:

* Retype Email Address:

*Choose Password:

*Retype Password:

*First Name:

*Last Name:

*Country of Residence

*Make My Profile Visible to

Notification:

- Select - j

Any company recruiter worldwide
Any company recruiter in my country of residence
Only recruiters managing jobs | apply to

Receive new job posting notifications
Hear more about career opportunities

*Terms of Use Read and accept the data privacy statement

INTERNAL

Join our talent community

Data Privacy Consent Statement X

SAP Privacy Statement - Careers at SAP

This notice (“Notice") will provide you with information on our data proces
activities with respect to certain personal data about you when accessing
using the SAP Recruiting System (“the Portal") to (i) create an account in
Portal inter alia used to store your application data and/or (i) to apply for
job offering of an entity belonging to the SAP Group (“SAP” or "we”) - a lis
SAP entities can be found here, while the relevant entity is indicated with

specific job offering. The Notice considers the rights and obligations set fc
EU General Data Protection Regulation (Regulation (EU) 2016/679, "GDF

SUMMARY OF DATA PROCESSING NOTICE FOR

23



Data subject
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Configure Data Subject Info Report

Back to Admin Center

Data Subject Search  Configuration  Reports

PEOPLE ~ CANDIDATES  EXTENSIONS

Achievement
Achievement - Continuous Performance Management - Achievement

Activity
Activity - Continuous Performance Management - Activity

Background_Allbgfields
Background_Allbgfields - Employee Profile

Background_Awards
Background_Awards - Employee Profile

Backgrou

Backgroun
Background_Certificates
Background_Certificates - Employee Profile
Background_Community
Background_Community - Employee Profile

&) English (United States)

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL

for actions or people

Data Subject Information

Activity

Activity

Fields
Attributes,
Owner
Activity Name
> ActivityStatus
> Achievement
> ActivityFeedback
> GoalDetail

> DevGoalDetail

v l? @ Fal ",admmlpwdqadmmm)

One stop shop to specify which data
elements you want to include in the
report from each area of SAP
SuccessFactors

Configure data purpose to be included
for additional context in the report
output

25



e
Create Data Subject Info Report

Search Person

Generate Report Cancel

Search External Candidate

First Name

Middle Name

Last Name

A single report is generated for integrated SuccessFactors instances, which pulls data from Employee
Central, Recruiting Candidate Mangement, Learning, Talent, Onboarding and Workforce Analytics.

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL 26



Download Data Subject Info Report

Q admin FN adimn LN admin LN (admin)

SAP SuccessFactors Admin Center v on behalf of super user (superuser)

Back to Admin Center Data Subject Information

Example report output

Data Subject Search  Configuration  [Heports]

39 Reports

Name

lily_baker_19Feb2018_02_15_56

Start Time

Feb 19, 2018 00:46

End Time Status

Feb 19, 2018 00:48 &

Actions

(&

»

Employee Central

Biographical Information
Supporting Communication with Authorities

People Data Field Name Field Value Data Purpose Category
Country Of Birth AUS Supporting Communication with Authorities
lity_baker_19Feb2018_02_04_00 Feb 19, 2018 00:34 Feb 19, 2018 00:36 @& [» Date Of Birth 1972-02-01 00:00:00.0 Supporting Communication with Authorities
People Person Id 67 Supporting Communication with Authorities
Place Of Birth Austria Supporting Communication with Authorities
lily_baker_19Feb2018_11_22_25 Feb 18, 2018 21:52 Feb 18, 2018 21:55 Region Of Birth Supporting Communication with Authorities

People

IR_NH1_16Feb2018_12_07_15
People

IR_NH1_16Feb2018_11_05_55
People

Feb 15, 2018 22:37

Feb 15, 2018 21:36

Feb 15, 2018 22:40

Feb 15, 2018 21:39

(&

(@&

(&

»

»

»

Custom date1
Email Information
Email Information - 1
Email Address
Email Type
Is Primary
Custom date1
National ID Information
National ID Information - 1

2018-02-05 00:00:00.0

bsiness@business.com
Business

true

2018-02-07 00:00:00.0

Supporting Communication with Authorities

Supporting Communication with Authorities
Supporting Communication with Authorities
Supporting Communication with Authorities
Supporting Communication with Authorities

IR_NH1_16Feb2018_09_46_15 Feb 15, 2018 20:16 Feb 15, 2018 20:19 National Id Card Type ssn Supporting Communication with Authorities

People (& Territory
territory Name: United States Supporting Communication with Authorities
Is Primary true Supporting Communication with Authorities
National Id 784-58-5458 Supporting Communication with Authorities

Personal Information
Copyight @ 2018 SuccessFactors, Inc. Al rights resarved. Thase onlin esrvioes are SucooseFactors confidental and proprietary and for use by authorized SucceesF actors customers only. Show verson informatin. SAP SuccessFactors Q) Personal Information - 1

First Name Mary Supporting Communication with Authorities
Formal Name Mary Smith Supporting Communication with Authorities
Gender F Supporting Communication with Authorities
I Last Name Smith Supporting Communication with Authorities
Marital Status Divorced Supporting Communication with Authorities
Middle Name Supporting Communication with Authorities

© 2018 SAP SE or an SAP affiliate company. All rights reserved. |

INTERNAL

Ability to download the report in PDF or CSV format

27



SAP SuccessFactors Data Protection and Privacy Features

Data Purge v v | vV | vV |V v v v | v N/A N/A
Data Subject Info v v | vV vV |V v v v |V N/A v
Data Blocking N/A v | v | na | wa N/A N/A N/A N/A v N/A
Consent v nva | na | ona |V v v v | v N/A N/A
Change Audit v v | vV | vV |V v v v | vV N/A N/A
Read Audit v v | vV | vV | wa v v N/A N/A N/A

N/A — This feature is not needed in the application due to requirements/use case non-applicability

N/A — This feature is not supported in the application. If you have included sensitive personal data in this application, you should consider removing

it from the application data model

Prerequisites: Role Based Permissions (RBP) and Metadata Framework (MDF)

28
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Best Practices (Immediate) for Data Governance

1. GET RID OF PAPER DATA

2. Single Point of Contact (i.e., Data Protection Officer)

3. Form multidisciplinary team (IT, HR, DPO, Legal at a minimum)

4. Know what you have (can’t protect what you don’t know)

5. Insurance coverage — can you get it?

6. Run practice drills for report of breach (remember insurance, public relations)
7. Do what you say you are doing.

8. Anonymize everything you can.



Respecting the privacy of people is

SAP is for compliance
challenges

SAP enables compliance —
data protection and privacy is




SAP SuccessFactors

Contact information:

Barbara O’Cain
SAP SuccessFactors
Barbara.ocain@sap.com

THE BEST RUN w



SAP SuccessFactors

0000

/contactsap
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No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of
SAP SE or an SAP affiliate company.

The information contained herein may be changed without prior notice. Some software products marketed by SAP SE and its
distributors contain proprietary software components of other software vendors. National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, without representation or
warranty of any kind, and SAP or its affiliated companies shall not be liable for errors or omissions with respect to the materials.
The only warranties for SAP or SAP affiliate company products and services are those that are set forth in the express warranty

statements accompanying such products and services, if any. Nothing herein should be construed as constituting an additional
warranty.

In particular, SAP SE or its affiliated companies have no obligation to pursue any course of business outlined in this document or
any related presentation, or to develop or release any functionality mentioned therein. This document, or any related presentation,
and SAP SE'’s or its affiliated companies’ strategy and possible future developments, products, and/or platforms, directions, and
functionality are all subject to change and may be changed by SAP SE or its affiliated companies at any time for any reason
without notice. The information in this document is not a commitment, promise, or legal obligation to deliver any material, code, or
functionality. All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ
materially from expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, and they
should not be relied upon in making purchasing decisions.

SAP and other SAP products and services mentioned herein as well as their respective logos are trademarks or registered
trademarks of SAP SE (or an SAP affiliate company) in Germany and other countries. All other product and service names
mentioned are the trademarks of their respective companies.

See www.sap.com/corporate-en/legal/copyright/index.epx for additional trademark information and notices.
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